A Set of Recommendations for
ATM, Internet and Telephone Banking Transactions
Rule 1 
Please follow regularly the updates given by your bank concerning the use and security of your product.
Rule 2 
Notwithstanding the channel, please refer to your bank for any questions or unclear matters regarding your security.
Rule 3
Your ID card is of utmost importance. Therefore, do not keep a scanned image of it in your hard disk. Do not leave the photocopy of your ID card at places that may pose a risk.  Please show utmost care in storing your personal information. Take any measure in case you suspect anything.
Security Measures for Internet Banking
· Do not write down your internet banking password on any media. Avoid scanning or saving it in your hard disk. Make sure that your password does not consist of predictable information such as names or birthdays of your relatives, special dates and your favorite football team's year of establishment, etc.
· Do not engage in internet banking transactions on publicly available computers or those belonging to other individuals such as found in internet cafés, workplaces, etc.
· Banks would not ask for your personal information via e-mail. Do not reply the e-mails requesting your personal information, avoid e-mailing such information and immediately inform your bank of such a case.
· Do not run unauthorized or unlicensed software in your computer, and always make sure you use the latest updated versions of your system.
· Install licensed "anti-virus" and "firewall" software to your computer and always keep them up-to-date. 
· Configure your internet banking settings in line with your requirements and user habits (such as IP restriction, time limitation, etc.).
· Personally type the web address of the web page you would like to browse on the address bar.
· If you use SMS confirmation, immediately call your bank or operator if case you do not receive an SMS via the phone number registered for "internet banking".
Security Measures for Telephone Banking
· Do not write down your telephone banking password on any media. Avoid scanning or saving it in your hard disk. Make sure that your password does not consist of predictable information such as names or birthdays of your relatives, special dates and your favorite football team's year of establishment, etc.
· Enter telephone banking passwords by typing them on your phone. If anyone requests your password verbally or in written form, do not provide any information, ring off and inform your bank about the situation.
· Do not accept offers from individuals promising to help you by giving their telephone number.
· For calls via publicly available or others persons' telephones, personally dial up the number you would like to call. Make sure that you dial up the number correctly. 
· After the call, verify that the transaction code you have typed is not stored in your telephone's memory.
· During the call, double-check to verify that you are not being followed or overheard by suspicious persons around.
· Do not write down your password on your card or any other surface. Avoid keeping it in your wallet. Make sure that your password does not consist of predictable information such as names or birthdays, special dates, your favorite football team's year of establishment, etc.
Security Measures for ATM Transactions
· Your password is strictly personal. Do not let others know it, and pay utmost attention to its confidentiality during transactions. Hide your password while typing it, and make sure that there is no one around to see it. If you suspect anything, report the situation to your bank.
· If you see anything suspicious around the ATM (any deliberate appurtenance, etc.), contact your bank immediately. Make sure that there are no suspicious individuals around you.
· Refuse help from others in case of card jam, block by ATM, etc. When your card is stuck inside the ATM, ill-disposed persons may obtain your password by suggesting that your card will be canceled if you re-type your password or they may even offer their own cell phones to call your bank for help. Refuse such attempts, and contact your bank using your own cell phone or via the nearest safe telephone.
· Do not accept offers from individuals promising to help you by giving their telephone number.
· For calls via publicly available or other persons' telephones, personally dial up the number you would like to call. Make sure that you dial up the number correctly. 
· After the call, verify that the transaction code you have typed is not stored in your telephone's memory.
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